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AW 4000 ugrudwiusudinfnu 3(2-2-5)
ND 4000 Foundation for Graduate Studies

mednifnviisfunniowsznisnasedine wswgialne ssialne dsaulne
3YTITUVRIUNUIMT IYTIIUNIVINGG NTHAUIYATNAN FUNINAY FUAIMNIN TT5ITUYLY
wisswenandnsing mwilnefienisdeans MadeusenunBns LasLATEgRaNaLiieaiy
NITALN

This course is aimed at an overview of Thai government, Thai economy, Thai
business, Thai society, codes of ethics for executives and academics, personality development,
physical and mental health, the Constitution of the Kingdom of Thailand, Thai for

communication, academic report writing, and sufficiency economy and development.

A8 4001  NISWAIUITINEZNITENUAIEIDINGEENSUTUNARRNEN 32-2-5)
LC 4001 Reading Skills Development in English for Graduate Studies

eAniAnyiistunisaiaaiumniiugugubensaifsududmiunsiau
finwrn5e1u WU MsfnwUssanvesUsylon nsmunundnuazdiuvensvestszlon tievnllg
NSSEUTUaENALITNBENTOUNUTEUNTIYINT WU /#1571 UNAIIYINTT Ineiuniswmuw
vinwgmssruiiodulanuddy wemdeasu nsfimuuselon maearsmineresidnsian
USun mssunuudiievndeyatanie msvnenuduiusvesussleauasdomilunuilounas
MIOMUTIATIZN

This course is aimed at enhancing students’ understanding of English structure such
as sentence types, core parts, headwords and modifiers. This will enable students to develop
their English reading skills necessary for academic texts and research papers. Emphasis is placed
on developing students’ skills in reading for main ideas, drawing conclusions and making
inferences, using context clues to arrive at the meanings of unknown words, skimming and

scanning, and developing their discourse competence, including critical reading skills.

N8 4002 NITWAILIMINBLATYIDINGUUUUYIUINTG 3(2-2-5)
LC 4002 Integrated English Language Skills Development
TeFnilAnvuigiuiilenuazAianssuniunisysannsinuea 4 inwe Ae n1sils

NN N1581UATNSAWTRYINTITBIA
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Course contents and teaching activities focus on the integrated skills of listening,
speaking, reading and writing with a particular emphasis on academic writing at the introductory

level.

A6 4011  NISYOUESUNISNAIUINNESNITEIUNTWIDINqUEINSUUUNARANYT  3(2 - 2 - 5)
LC 4011 Remedial Reading Skills Development in English for Graduate Studies
einidnvifiefniinuzuaznagninissruniundinguidmmsitndnuliinu
udeuudaluien aa 4001 nsWaLnYENTeIuAWSINgudmSUTnRndn s iiuR Wil
tnAnwagldfunsiinduludnunsiameyanainnty
The course is intended to provide additional practices in the reading skills and
strategies covered in LC 4001 Students receive individualized attention to enhance their reading

skills for academic purposes.

N8 4012 MSYBULETUNITWAIUININBEANIDINGBUUUYTUINTG 3(2-2-5)
LC 4012 Remedial Integrated English Language Skills Development
eIndAnwuierninuwenisile n1sya A15871U wazNTIREURLLALLAT YOS

Winweaana? dmdutindnengaunngaslunisiseudasn na 4002 NIHAIUIINBEAIIBINGYWUY
=~ o v o dll =« v =
YuInNIs L‘WE]‘Ui‘U‘U?‘\‘iﬂ’Mllﬁ’mWiﬂIUﬂ’lﬂﬂm’]‘HﬂaﬂﬂQ‘HLWE)ﬂ’]iﬁ@ﬁ’]i(mEJﬂ’]iﬁE)uLLazr}Jﬂiu
ANYULIANITYAAA
This course is intended to provide additional practice in the four skills—listening,
speaking, reading and writing strategies covered in LC 4002. Students receive individualized

attention to enhance their communication skills in English.

g 4001 sEuUNgvisneuasiinae 3(3-0-6)
CRM 4001 Legal System and Juristic Method
edlAnwszuunguune auvEng anudunn wasteinvesnguuieg viruas

yostinngmneiifieveiinvesngmne 38msanw Bléngvane wazasinungrng Anwide
lassasne vy nsuenUszsny dennudneing q sesszuunguunedudusingiuveangmung
wiarszuu mydaduafnumdnanudusssulagandendnnguune dowiaasduad wazivnsien
famnuduiudiGangualudeiiaadefitioiuivanmdsay eamnsaldnguuieliegied
Usdnsnmlunisuinisau ﬁgamﬁ%’guazmmaﬂﬁuu

This course provides legal systems, their history, and the origins of the
attitudes of lawyers towards the origins of law, guidelines on legal study and juristic

methods. It also includes interpretation of law, as well as structure and classification of
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various concepts of legal systems and the foundation of each legal system, how each
country makes judgment based on the principle of fairess, the matter of law, and the
matter of facts in the case, also how it considers the case on the causation of the facts
that is related to social conditions, in order to prepare them for effective application of

law in both public sector and private sector administration

fuw 4002 nsUfiANIsAusuadleiUas 3(3-0-6)
CRM 4002 Cybersecurity Operations
medvildnwiisatunisdndunuuaznislafindets uwAnnsdisiaiugiy
nsfudunugunsallassadrsfiuguaietns masiunussuuUfifinisfiugiu weuwdiady
wagnislaufinIediedialy nstaudgunsaivanenie nsundgmeainulasndoinseviowas
gunsalvanen misamwLLazmmaaU%’auﬂammﬁum UssLm/lquéﬂﬁﬁ’ﬁmsmmﬁumﬁﬂﬂ,
iwsesilelduazunumanunelugudujtinisanusiung, msnsesimsnsaflugudujiing
ANLSTLAINISATIIERUMANI T UMY Taufanuduiusueuvnnisainagnisyinlndy
mmg’]uLLazLLuwmmﬂ,%aﬁ?ﬁlU LUIARYRILNUSULIBLRN 5]

This course provides network operations and attacks, basic cryptography
concepts, network infrastructure device operations, basic OS operations, common network
applications and attacks, endpoint attacks, network and endpoint security solutions,
security data collection and monitoring, common security operations center types, tools
used by SOC analysts, job roles within the SOC, incident analysis within a threat-centric
SOC, security incident investigations, including event correlation and normalization and

common attack vector, concepts of an incident response plan

AU 6001 NIFUIUITANSIUAIVDIETEUNA 3(3-0-6)
CRM 6001 Information Security Management

31aimﬁﬁﬂmLﬁmf"fuﬁsjf-qﬂﬂwmiammﬁuﬂwmwwmiauLwﬁ N19319UHUANY
fumanazuleuisausiung Ieinsdisiady wistieivasade nmsmuaumsiildsyuy
asaumne i$iead Arwsiunsesieya nsneuauswiodsiAnannslaufuasfeftafinszmy
AUTTUURITEUNA m':?u%mséﬁ’ﬂmsm1mgmmmﬂaaﬂﬁaﬁuﬂwaﬁaga lowoale/led% 27001
wag 27002, Anuanansatumssuiieduduanaiuainnislananisleiues

This course is aimed at threat environment, security planning and policy,
introductory cryptography, secure network, access control, firewall, data security, incident

and disaster response, ISO/IEC 27001 and 27002 standards, cyber resilience.
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Au% 6002 N15AATIZRAMNEIEIMTUAMUTIUAIUBSENTALINA 3(3-0-6)
CRM 6002 Information Security Risk Analysis

sredmildnwiauifvesnisussidiuanudes fuvuanudss warn1suins
’%Jﬂﬂ’ﬁﬂ?’lllL%EJQ??’]M%JUWJ’HJQLUQﬂ?JEN'ﬁ%‘UUﬂ’]ﬁE‘mmﬁ mzmumimmgmmmmw%mﬁmmi
Anudsafiessy IiATed uaznevaussiendns ta3esllolingidmiumuaneldane
fuwaUsylovinlalumsdndulanisasmumsiuainuiiuag

This course provides perspective of security risk assessment, modeling, and
management. Standard risk management process for identifying, analyzing, and responding
to risk, analytical tools for calculating the costs and benefits of investment security

decisions.

au 6003 nguueLigafuaNuiuadluiuas 3(3-0-6)
CRM 6003 Cybersecurity Law

swa%ﬂﬁﬁﬂmﬂiaumaﬂgwmalmLLasideUismmﬁmmmmﬂamamﬂ%wa%
I‘NE‘ULL‘U‘UMI’W\T 9 WﬂBWQUﬂUWNﬁWWWSVIWQﬂQMMWﬁJﬁLﬁﬂ%u%’]ﬂ%%@uuqﬂ’ﬁ%@\iﬂﬁiﬂﬂﬂ?ll(ﬂ"e)ﬂ’)’m
Uaenfonislaiues uenainiu azin1sedunaisrfuunieuainnisteduainsdlinuly
AaUsEmaAgItes iwa%ﬁﬁgwmaﬁ%ﬁmum‘u%“uwuaqmsﬂﬂmmiammﬂaamﬁamﬂmua%
wagisnsmangrinenely uaznguinesevinssmafiazdanstunisanauseainalasnds
malsvesiy lneRasandsfediamengmane arusiduiidesdimetmunloviediuiy uag
maﬂssmmﬂamumicﬁﬁLﬁﬂﬁuiuﬂaqﬁuﬁaﬂﬁa‘umqng‘mma

This course explores the national and international legal frameworks that
govern various kind of cyberattacks and the legal challenges stemming from rapidly
evolving cybersecurity threats. Handful insights from case enforcement experienced by
foreign jurisdictions will be discussed. This course aims to contextualize cybersecurity
threats and responses to them in a national and international law framework, while also
recognizing the limits of current law, the need for further policy evolution, and the real-

world impacts of national legal frameworks.

U 7001 AWLUAIYBITTUUABNR LMD fUALIATDTNY 3(3-0-6)
CRM 7001 Computer and Network Security
s1edwiddnufeanaiuauiunsvesaiedis veylusuddidnnseiing
msvaenaamBermedoruiiundede wistieiniesdnslaud msufiasnisliui s iudy
nsfigailsiau anusiuadluieiedieuau weluladlisiead szuuasadunisynin wazszuy
faafunsynsn e3eteduinaiiou sruumadhaiadu arusiuaduieietglfane Arusiung

wazn1slaufsneglulusinaeaiidn low luslnnoadioulea Lazlusinneaddn TuslnAvad1nsy
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mmﬁuﬂﬂu@umaiﬁm LU IPsecta SSL/TLS ﬂ’JWJJﬁUﬂQGUENL%U m’mﬁumﬁuaqgmaé

This course provides network security threats, spam, phishing, botnets, denial
of service. Authentication, LAN security, firewall technologies, IDS and IPS, VPN,
cryptographic systems, wireless security. Security and attacks on TCP/IP, DNS, and BGP

protocols. Internet security protocols, IPsec, SSL/TLS. Web security. Email security.

fuw 7002 AnudunsvasnanIfaouRafe 3(3-0-6)
CRM 7002 Cloud Computing Security

Sﬂﬂaeﬁﬁﬁlﬁﬂ‘lﬁﬁﬂ’]ﬂﬁﬂﬂiﬁuﬂﬁﬂﬁﬁﬂﬁ]ﬂﬁ’ﬁéﬂ ‘Ui%Lﬁu‘ﬁﬁ%ﬂﬂ%’]\ig}j’]Uﬂ’J’]MﬁUﬂﬂmE)\‘i
Aanae Usgiiuanaides Ussiumeiunguineg anusfuasdnsunaIRABNiafe N15UNIIS
’;]J(ﬂﬂ’]iﬂ'ﬁﬂuL‘I/lﬁLLﬁBﬂ’NiJﬁuﬂﬂ“Uaﬂsﬁaiﬂa ﬂ’]iﬂi%LﬁUQ’J’]MﬁUV’NﬂJE}Qﬂa’Dﬁ iBUUﬂ@Mﬁ’JL@@%Lﬂﬁ@U
ﬂ'ﬁ‘U%ﬂ'ﬁ‘Vl'Ng]I’IUF‘W'JWMﬁUQQGUENﬂaTJﬁ

This course provides cloud computing architecture, security challenges, risk
issues, legal issues, cloud computing security, information management and data security,

evaluating cloud security, virtualization, security as a service.

du% 7004 N15NAFBUNITRNLIAUALAZNITIATISINIYADDU 3(3-0-6)
CRM 7004 Penetration Testing and Vulnerability Analysis

sedmilAnsiisafuaudrungiuguisidulunisssy Jesed uasanzmn
80UV NARIT AlAlUNITLEIENIYNTOUVRITONALIT NITNAABUNITIILLATOUIY N3
naaaunaazlusunuUszgnduwdv sufouds wmedauaziadesdelunisiinssvinagszy
noeuvedlusLnTIUsTgnAMILULAouRYY uazlsunsuuszgndfivisuuuaIete

This course is aimed at fundamental technical skills required to identify,
analyze, and exploit software vulnerabilities. Exploitation techniques, network penetration
testing, Web application penetration testing. Methodologies, techniques and tools to
analyze and identify vulnerabilities in stand-alone and networked applications.
du% 7005 URRINaLAZNITAUEIU 3(3-0-6)
CRM 7005 Digital Forensics and Investigations

edniAnviieafundnnistesifinssudadiivia mssuTsne umndng Uiy
didnnsefinduwaznisdnnis werunangiulunisdunuuazaduafionvgnssunenuaeiames
msnemsievuleves ovginssuiiewsdifiun nsnevausssenisland nsdiniauma s

NaRNARD LNAATNITNIUABUANLUABAN IVDIETAUNA
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This course is aimed at digital forensics principles, electronic evidence collection
and handling, evidence in detecting and prosecuting computer crimes, cyberterrorism,
traditional and violent crimes, incident response, civil cases, fraud and information security

verification.

AU% 7006 UlGUIEANULAUAIVDIETAUNA 3(3-0-6)
CRM 7006 Information Security Policy
IV IUANYIULBUILANSUANUTUAIVDIENTEUMNA LASIAS19VRIULEUNY NISUSUS

a wa v

WlEUIEAIUTUAIYOIA TAUNE md]mmaﬁéfawgummmLLazﬁuafﬁ’mumﬁﬁﬂLﬁumaauiauwaﬂmm
funsvesasaumna Useiduing q lunnilufiRdmivuleuisaiuiunmwesansauma nsau
Ponuvesulsvisanuiuamesnalulaasauma mstiduldulevieanusiunmwesnalulad
ATAULNA

This course provides information security specific policies, structure of the
policy, information systems security policy management, compliance laws and information

security policy requirements, information security policy implementation issues, IT security

policy frameworks, IT security policy enforcement.

g3l 7007 N1SANURUATEUUEITEUNA 3(3-0-6)
CRM 7007 Information System Governance
nilaiuanudnlalunsiduguamaluladansaune wuiAnuleuiemiugua
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walulagansauna nsdnnisteyaduuaztoyadiuyana n1silawmedeyadiuyana Tunaulay
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nanufuiRnismiuguateyauazarsauna Joujuinunguineuazseileuujua 5wyt
mmé’u%@%’ayja N13AIVANAITUTIITNUN N1IAIVANNITUJUANU N1sAIUANIUIUIATlR
n1sufuamuunsgiuainalediloea n1sdaniswnnisal n1sdanislaun nsdnn1stndaia
n$ne1ns ununtsiuAussvumeluladansauma ununisdufiugsialdesseidominiia
PV GRIEIEAR

The course aims to understand about Information System Governance. The
main concept is information system governance policy, Confidentiality and access to
personal confidential information, sharing and use of personal information, Information
governance user procedure, Compliance requirement and rule, data classification,
management control, operational control, Technical control, ITIL Standard Compliance,
Incident Management, Problems Management, Capability Management, Disaster Recovery

plan, and Business Contingency Plan.
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fu% 7008 nguanelfgafiuaIYgINTIUNNIABNAILADS 3(3-0-6)
CRM 7008 Cybercrime Law

3'1EJ%GU’]ﬁUﬁﬁ‘EﬂEJﬂ’]Wi’JiJGU@QB'WQJﬂﬂiilﬁ?iLﬁ‘l?J'Jsﬁ@\‘iﬁjUiﬁUUﬂ@ﬂJﬂ’JL@@%ﬂ’]ﬂlg{ﬂ{]‘ﬂuﬁEJ
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sudainsuennneuiames hiianeufiames niadisiaiiennulasnsie msinnulaedgnis
ooulatuaroonllal Anduywevuluiiuiilowes uarausiufeseninsusamalunsisdua
Aenfueginssuneufiaumes

This course provides an overview of crimes related to computer systems
under the Thai Computer Act and laws of foreign jurisdiction. It deals with legal issues on
collection and use of evidence during investigative procedures, prosecution of criminal
acts, the limits of traditional approach of law in determining whether they are permissible
or impermissible under the laws. Topics covers computer hackings, computer viruses,
encryption, government online and offline surveillance, undercover agent, human rights in

cyberspace, international cooperation in the enforcement of computer crime laws

dug 7009 nguneieiundivddiannseling 3(3-0-6)

CRM 7009 Electronic Commerce Law
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This course provides students with the use of natures and methods of
electronic commerce and e-signature in lieu of various types of conventional business
contracts, the legal implications of civil and commercial laws regarding the use of
electronic commerce and the electronic signature to express the parties’ intents instead
of the paper contracts, the issues and obstacles to development of e-commerce, the

e-signature laws, electronic funds transfer and electronic data interchange at both national

and international levels.
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fuw 7010 ngranelfgafunsduasastayadiuyanauazanuudiudn 3(3-0-6)
CRM 7010 Data Protection and Privacy Law

3'1aﬁﬁwﬁLLuzﬁﬂwqwﬁLLazLmemﬁmmmgwmaﬁLﬁmﬁ’umiﬁmsaqsﬁagamuqﬂﬂa
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This course introduces theories, legal concepts in relation to personal data
protection and privacy. It also explores the national and international frameworks
governing activities such as the collection, use and sharing of personal data related to
banking, insurance, user terms of goods and services, health information, data brokerage
and marketing practices. The course will start with the European Union legal framework
for data protection and privacy, which has been considered as a blueprint for over 100
data protection regimes worldwide, and also examine alternative regimes, including in the
United States. Topics about the legal challenges resulting from the use of technology in

products and services affecting online consumer privacy will be discussed.

guw 7011 mssansanudssdmiumaluladansaumeauazauiunswasansaume  3(3-0-6)
CRM 7011 Information Security and IT Risk Management
Fnilyaduanudilaluassddnylugueng 4 Aertestuanuiuamesansauma
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The course aims to understand an assortment of themes in information
security and information system risk management, The main concept is information
security, Layers of security, the threats and vulnerabilities in information security, Idea of
information and information security, The vital data and be able to preserve the security
of the data, The concept of risk management, Components of risk management, Modeling
techniques and analysis approaches, Risk classification, Risks Mitigation and recovery plans,
Risk management procedures, Risk Management Techniques, Risk Management Tools, Risk

displaying , and Enterprise risk evaluation strategies.

4% 7012 ANSATIVFBUANITUAIVDIETAUINA 3(3-0-6)
CRM 7012 Information Security Auditing
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The course aims to understand an Information Security Auditing for

compliance with international standards. The main concept is Information Security
Auditing, effective internal Information Security audit functions and procedures, Auditing
Entity-Level Controls, Auditing Data Centers and Disaster Recovery, Auditing Networks
Equipment’s, Auditing Operating System, Auditing Web Server, Auditing Web Application,
Auditing Database, Auditing Storage, Auditing Virtualized Environments, Auditing WLAN and
Mobile Devices, Auditing Applications, Auditing Cloud Computing and Outsourced
Operations, Auditing IT Projects, Auditing Frameworks and Standards (COSO, COBIT, ITIL,
ISO27001,etc), Regulation (Sarbanes-Oxley Act of 2002, Gramm-Leach-Bliley Act, etc)
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#U% 9000 N1SAUAINDETE 3(0-0-12)
CRM 9000 Independent Study
e iidusedNn@nendeniitenazfneduaitsienulniuauaula
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Ingldsupnuiiureuanennsdisuiingeuinuazinfnwdewihsen/misuninus
This course provides students choose their own interesting topics to study by
themselves, the topics must be approved by a faculty member who is responsible for the

course, and the students are required to write the reports.

due 9004 Ingtiwus 12(0-0-24)
CRM 9004 Thesis
a & awv & v % v v A a = v

Al duseunive wisauamsnuedluideseslasomils nelans
TAUIn®1v99919158 Saiensaeulesiuinerfinus veudisvesnisaneideaziedmduly
AINNINTFIUVDINTITEINTNUS

This course is a student-initiated research report on a particular topic under
consultation of an advisor, together with an oral examination. The study scope must

comply with thesis research standards.
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